Staff privacy notice

Bishop Grosseteste University is registered as a data controller with the Information Commissioner’s
Office. All personal information will be treated strictly in terms of the Data Protection Act 2018 and
the General Data Protection Regulation (GDPR). It will be collected and used only as necessary in
order to administer and manage the employment relationship, both during and after employment. It
will be processed fairly, accurately and confidentially and will not be disclosed to others unlawfully.

What information do we hold?

Bishop Grosseteste University holds and processes personal data and sensitive personal data about
its current, past or prospective staff and others who are defined as data subjects. This information is
normally initially provided to the University by a prospective member of staff on an application form
and is added to by the University over the course of employment. Information about staff and
prospective staff is retained and disposed of in accordance with the University’s Records Retention
Schedule. In summary, relevant correspondence in relation to member of staff’'s employment will be
held on file and retained for six years after an employee has left the University, after which time it
will be securely disposed of. Basic information about a member of staff (appointment, dates of
service etc) may be retained indefinitely. Some information may be passed to the University Archive
for long term historical preservation.

Personal Data

Personal data is data relating to a living individual who can be identified from that information or
from that data and other information in the University’s possession (for example: name, address,
telephone number, staff number). It can also include expressions of opinions about an individual.

Sensitive Personal Data

Sensitive Data relates to racial or ethnic origin, political opinions, religious beliefs, trade union
membership, health, sex life, criminal convictions. Personal data concerning disability is sensitive
data.

How do we use your information?
General Principles

The University will process your information in accordance with Data Protection laws and its own
Data Protection Policy. To comply with the law, information about individuals must be collected and
used fairly, stored safely and securely , be adequate, relevant and not excessive, be kept accurate
and up to date, held only as long as necessary and not disclosed to any third party unlawfully.

Any breach of the law or the University Data Protection Policy is considered to be an offence and in
that event, the University disciplinary procedures will apply.

How do we use your information within the University?

The University needs to process certain personal data about its staff for a number of administrative
purposes:

e Managing Human Resources processes such as recruitment, payment of salaries and
pensions, death in service provision, performance management, disciplinary matters, staff
disputes, employment tribunals and training and development

e Planning and management of the University’s workload or associated business activity;



e Providing facilities such as the IT service, Library Services, and car parking provision

e Monitoring equal opportunities

e Preventing and detecting crime, such as using CCTV and using photographs on Campus Cards

e Providing communications about University news and events, such as through the Bishop
Grosseteste Staff Portal

e Maintaining contact with past employees

e Fundraising and Marketing

e Provision of wellbeing and support services

e Compliance with legal obligations such as making external/statutory returns to the Higher
Education Statistics Agency (HESA)

and any other purpose in the legitimate interest of the University.
The University processes sensitive personal data for a number of administrative purposes:

e Equal opportunities monitoring

e Managing Human Resources processes such as administering Sick Pay and Sick Leave
schemes, managing absence, administering Maternity/Paternity Leave and other related pay
schemes

e Managing a safe environment and ensuring fitness for work

e Managing obligations under Equal Opportunities legislation

e Provision of occupational health and wellbeing services to individuals

Within the University, personal data may be shared between colleagues who legitimately need the
information to carry out their duties.

Registration with IT Services means that a member of staff’s name, department/section, email
address and telephone number will appear in the University’s internal email and telephone
directory. This information may also appear on externally facing departmental webpages.

Staff photographs are used on the University Card for the purposes of identification and security.
The University may occasionally commission photographs around Campus or at specific University
events which could include images of staff for inclusion in promotional material.

The University may monitor computing use through user names and log-ins to ensure adherence to
the Acceptable Use Policy or for statistical purposes.

The University is required to obtain information about past criminal convictions as a condition of
employment for certain posts. The University also undertakes DBS checks on those staff who work
with young and/or vulnerable people.

The amount of personal information shared within the University will be no more than is reasonably
necessary.

How do we share your data with third parties?

The University may need to share your personal and sensitive personal data with third parties
outside of the University who are contracted to work on its behalf, for example to pension providers,
insurers or legal consultants. IT data might be used for testing purposes outside of the University.
The University may also disclose data to auditors undertaking investigations or to selected
individuals acting on behalf of the University such as organisations undertaking market research,
benchmarking or academic researchers provided no personal data is published. The University will



often confirm dates and nature of an individual’s employment to a prospective employer in a
reference.

Typical examples of third parties to whom some statutory and routine disclosures of personal data is
required include:

e Higher Education Statistics Agency (HESA)

e UK Visas and Immigration

e HM Revenue and Customs (HMRC)

e Pension schemes

e Research sponsors/funders

e Trade unions

e Potential employers (where a reference is requested)
e Benefits Agency as required by relevant laws

e Child Support Agency as required relevant laws

Where a member of staff’s employment with the University requires study, employment, or a
placement at another organisation it may be necessary for the University to transfer personal data
to the external university or employer, whether this is within the UK or abroad. This may require
some data being sent outside the EEA to countries which may have lower standards for the
protection of personal data.

Sensitive Personal Data

The University may occasionally need to share your sensitive personal data outside of the University,
although it will try to do so only with your explicit consent. This means that you will be asked to
respond actively either orally or in writing to any particular disclosure of your sensitive personal
data.

Circumstances may also arise where sensitive personal data is shared outside of the University
within the EU without first obtaining your explicit consent. This will only occur where one of the
following conditions has been met:

e The processing is necessary to protect:

e Your vital interests and you cannot give your consent or your consent cannot be reasonably
obtained

o Another person’s vital interest and you have unreasonably withheld your consent

e The processing is necessary for the discharge of any function which is designed for the
provision of confidential counselling, advice, support or any other service and:

e Your consent cannot be given,

e We cannot reasonably obtain your explicit consent, or

e Requiring your explicit consent would prejudice the provision of that counselling, advice,
support or other service

e The processing is necessary to meet our statutory obligations in relation to equality and
diversity monitoring



e The disclosure is made for the purpose of prevention or detection of crime, the
apprehension or prosecution of offenders and we have received a notice from the police
confirming that the disclosure is required for these purposes

e Pursuant to a Court Order requiring disclosure; or

e In order for the University to obtain legal advice or for the purposes of any legal
proceedings.

Circumstances may also arise where sensitive personal data is shared outside of the EU without first
obtaining your explicit consent. This will only occur if it is necessary to protect your vital interests,
for example in medical emergency situations.

Your rights in relation to your data

You have certain rights with respect to the data held about you by the University. You can make a
written request to obtain access to the data held about you by the University, subject to certain
exemptions. This is called a Subject Access Request.

You also have the right to have errors and omissions corrected or out of date or irrelevant
information removed.

If you have an extensive request for access to information about yourself which may involve
collating information held in more than one department or office, you should make it in writing to
the University’s Data Protection Officer. Initial enquiries can be emailed to
regulatorycompliance@bishopg.ac.uk or send in writing to: or in writing to Registrar, Bishop
Grosseteste University, Longdales Rd, Lincoln. LN1 3DY.

Minor day-to-day requests for information and corrections can be taken up with your department or
HR. You are able to check and amend some data through the HR Self Service system.

You also have the right to object to processing likely to cause damage or distress. To exercise this
right you must put your objection to the processing in writing and be able to show that our
processing is causing you unwarranted and substantial damage and distress.
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